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SOLUTIONS TO LOCKDOWN
BROWGSER PROBLEMS




COMMUNICATION MECHANISM WHEN TECHNICAL PROBLEMS OCCUR DURING THE EXAM

In case of any technical problems during the exam, kindly do the following:

1. Close the exam if it was opened using the Lockdown browser.
2. View the Online Proctoring and Lockdown browser’s problem and solution folder
and follow the steps to fix the problem you ‘student’ are facing.
3. Contact the course instructor to fix the problem through Microsoft Teams on the o
same device used for the exam, as using a smartphone or any other device is *
promerited in the exam setting. Microsoft Teams
4. If the instructor is unable to fix the problem, he/she should contact the Technical
Support Team nominated by the college, if the college Technical Support Team
can’t be reached, contact the e-Learning Center Technical Support Team.

Note: communication between all parties must be done through Microsoft Teams only.
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HOW TO DOWNLOAD ONLINE PROCTORING SOFTWARE AND
LOCKDOWN BROWSER

®  Check your device specifications:

® QOperating system (before downloading Lockdown browser, make sure the operating

system is updated):

= Windows: 8.1, 10 or 11 (Does not support Windows 7 or Windows 10S)

= Note: If you have Windows 10, it is recommended to download the latest updates from

their official website via this link:

https://www.microsoft.com/en-in/software-download/windows10

" Mac: 10.12 or higher

® jPad: 11+ or above

= RAM: 4 GB

= Hard disk: 200 MB free space

®  After updating the operating system, download the program from this link:
https://download.respondus.com/lockdown/download.php?id=688217046

See Appendix


https://www.microsoft.com/en-in/software-download/windows10
https://download.respondus.com/lockdown/download.php?id=688217046

APPENDIX 1: ON THE IMPORTANCE OF UPDATING THE

LockDownBrowser.exe - Bad Image

[ ~ 1 C\Windows'\system32\mwtsp.dll is either not designed to run on
Windows or it contains an error. Try installing the program again
using the original installation media or contact your system
administrator or the software vendor for support. Error status
0xc000012f.

LockDown Browser
Loading...Please Wait.

The solution to this problem is to update
Windows or reprogram it, as there is a
problem in the Windows system that
prevents the Lockdown browser from

running.

OPERATING SYSTEM
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LockDown Browser and why it's used at yout
insutution

Student unable to download Lockdown browser
- The solution to this problem is to change the
operating system, as the operating system here
is the Linux system, which is not supportive of
the exam monitoring program and the
Lockdown browser.

The LockDown Browser software has been illif:itly modified and
| down. You will not be able to continue. Your instructor has been

will now shut
notified of this

The solution to this problem is to
create a new account for Windows,
but if the problem persists and the
operating system is Windows 7, it
must be updated to Windows 8.1 or
Windows 10 as mentioned above.
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APPENDIX 2: ON THE IMPORTANCE OF UPDATING

THE OPERATING SYSTEM
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LockDown Self Extractor

LockDown Self Extractor

InstaliShield setup launched but seems 1O have cdosed without
DNishing - Error extracting InstaliShield setup, please try downloading again

RS oK |

&y TTTTer=ZS RO TO T LT

Unable to download the Lockdown browser on the device - The solution to this problem is to create a new account
for Windows. Follow the link on how to create a new account:
https.//youtu.be/ CgEfODEzmg

Note: Make sure the new account is Administrator and not Standard


https://youtu.be/_CgEf0DEzmg
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WHAT DO | DO BEFORE THE REAL EXAM?

1- Make sure the internet connection is strong and the device is near the router so that there are
no internet interruption problems during the real exam. It is also preferable that the device is
connected to a wired connection and not via WiFi.

2- Make sure that Lockdown browser has the latest updates. View the video explaining how to
update:
https://www.youtube.com/watch?v=LzF3cZzfHrE

3- Make sure you follow all the steps in this video to avoid technical problems:
https://www.youtube.com/watch?v=E4sJOTLyONM

4- Make sure to run the practice exam before entering the real exam to avoid technical problems
(about a week before).

5- It is preferable to restart the device as well as the router to gain stable device performance
and Internet speed. See Appendix


https://www.youtube.com/watch?v=LzF3cZzfHrE
https://www.youtube.com/watch?v=E4sJOTLyONM
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APPENDIX 1: ON THE IMPORTANCE OF A STRONG INTERNET CONNECTION

DURING THE EXAM

These messages mean there Is an
Interruption in the internet connection
preventing the answers from being
saved.

In this case the student should do the

following:

1. Inform the instructor of the
problem (attach a picture of the
problem) then close Lockdown
Browser.

2. Reboot the router and then re-
enter the exam.

3. If the problem recurs, the Internet
must be changed.
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APPENDIX 2: ON THE IMPORTANCE OF

UPDATING THE LOCKDOWN BROWGSER

Question is unanswered.

The solution to this problem is to update the Lockdown
browser to the latest version, as the previous version
prevents saving essay answers

Note: Other problems can occur due to lack of updating the operating system
and the Lockdown browser, such as being unable to enter the exam, unable
to write, and unable to move between questions.



APPENDIX 3: ON THE IMPORTANCE OF DOING THE STEPS
BEFORE THE REAL EXAM

& LockDown Browser

LockDown Browser (2:0.6.09)
STEP 1: TERMS OF USE e ' '
B . l’
Wz“;m;;mm o Begin Exam Ubciat ' ’d
- pdate server is not supplying ug
STEP 3: SHOW ID v Connecting to Media Server, please wait ...% ‘o mm ,ewu “ b‘O«Cd. mm m“m:" > m ‘omwon
s FAél;L DETECTION CHECK ] i

e g ,\ \\..“

.
STEP 5: BEGIN EXAM k‘

—

Loading...

This may take up to 30 seconds.

The solution to this problem is in the five steps
mentioned above.

g
|

Click here
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APPENDIX 4: ON THE IMPORTANCE OF DOING THESE

STEPS BEFORE THE REAL EXAM

B ' LockDown Browser

Error: 01-AWS-999

- Unable to connect to Respondus server (AWS)

- Unable to obtain exam title to determine webcam requirement

Solution(s): Go into the course itself and select the exam from the exam list. If
the problem persists, run a System Check using "Help Center" in LockDown

The solution to this problem is in five steps
mentioned above..

OK

# | LockDown Browser (2.0.2.02) u

Click here

There is a problem with the LockDown Browser settings for this exam.
The instructor needs to use the LockDown Browser "dashboard"” to enable

the settings for this exam.

OK

Note: if the problem remains after

19} following the steps, contact the course
% & prodiem with (he Lettings far this exam. Prease . . .
Instccs tat they need 1 access the {octOomn Breemncs me o, instructor to confirm the exam settings

e the new coune te tix this




APPENDIX 5: ON THE IMPORTANCE OF DOING THE
STEPS BEFORE THE REAL EXAM

Y Documents

If the tern off and restart button disappear, please
follow the method in the video bellow (min 4:58)

o Pictures

There are currently no power options available.
\gs on... _ockdown solutions:
. Power https.//www.youtube.com/watch?v=E4sJOTLYONM

- — 1
Sm == lype here to search .



https://www.youtube.com/watch?v=E4sJOTLyONM
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HOW TO ENTER THE EXAM THROUGH THE

BROWSER LOCKDOWN?

About This Course

Original Student Orientation

Original Student
Orientation

Setup Instructions &
About This Course

Topic 1: Introduction to
Blackboard and Learning
Online

About This Cc

Topic 2: Navigating a
Blackboard Learn Site

Topic 3: B ild
Original Course e at
Topic 4: Communicating in

Blackboard Learn

Cou
Topic 5: Submitting Work
in Blackboard Learn

- )
®
®
®
®
[ ] This
You i
® Orig
e In thi
onlin
This
Course Management While
Control Panel
Content Collection
- Cou

Original interface:

Log in to Lockdown
browser, then
enter the exam via
the link

Explanation video:
https://youtu.be/k180w

yoV9g4

See Appendix

TPD_Ultra_student_Orientation

Ultra Learn Student Orientation

Ultra interface:
Content  Discussions  Gradebook  Messages  Analytics Enter the course on
Blackboard website
from a regular
browser such as
Google Chrome, then
enter the exam via
the link

Course Faculty

Na course faculty

Details & Actions

;f. Roster

View everyone in your course

— x .
Join session «

ﬂ Books & Tools
View course & institution tools

Question Banks
— Manage banks

Explanation video:
. https://youtu.be/WIlfg



https://youtu.be/k180wyoV9g4
https://youtu.be/WIfgeGNiG8E
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APPENDIX 1: ON THE IMPORTANCE OF KNOWING HOW TO

ENTER EXAM THROUGH THE LOCKDOWN BROWGSER

Enter the course on Blackboard website from a
regular browser such as Google Chrome, then
enter the exam via the link

Explanation video:
https://youtu.be/WIfgeGNiGS8E

Log in to Lockdown browser, then enter the exam
via the link

Explanation video:
https://youtu.be/k180wyoV9g4



https://youtu.be/WIfgeGNiG8E
https://youtu.be/k180wyoV9g4

APPENDIX 2: ON THE IMPORTANCE OF KNOWING HOW TO
ENTER THE EXAM THROUGH THE LOCKDOWN BROWGSER

If this message appears, please contact the course instructor to remove the FORCE COMPLITION feature
from the exam settings
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APPENDIX 3: ON THE IMPORTANCE OF KNOWING HOW TO

ENTER THE EXAM VIA THE LOCKDOWN BROWSER

typin 3 he nam of;\. NSHLtON, and sekect B from the kst. (Nole: This $idp is only Needed # your nstitution uses Blackboard
u‘um(.r_ C st View of Canvas (‘quc QuIZZes. I your Instinuion's amoo«mtma s qm w:nu '.mgu.-ngu.v
Ortwer, m. voene o Safadt, LockDown Browaer will lsunch sutoniaticaby whn you :(-gn P Lost )

For the student to enter

(Mo search resists foud) Lookdown browser from an iPad.

He/she must type in the search
box: University of Bahrain

Note: The course instructor must
be informed that the student will
use an iPad, to activate the
feature of opening the exam
through the iPad.




HOW TO MODIFY THE DATE, TIME AND TIME ZONE IN

Date & time

Current date and time
7:45 AM, Sunday, February 6, 2022

Set time automatically

@ or

Set time zone automatically
@ or

Set the date and time manually

Change

Synchronize your clock

Last successful time synchronization: 2022-02-06 7:45:08 AM
Time server: time.windows.com

Sync now

Time zone

A

THE DEVICE?

Toolbars

Adjust date/time

Customize notification icons

Search
MNews and interests

# Show Cortana button

< Show Task View button
Show People on the taskbar

Show Windows Ink Workspace button

(UTC+03:00) Kuwait, Riyadh

Confirm the clock, time
and Time Zone

Show touch keyboard button

Cascade windows

Show windows stacked
Show windows side by side
Show the desktop

Task Manager

#  Lock the taskbar

1k Taskbar settings

UL -UE- U0

choose
Adjust date/time

See Appendix

A

7:43
2022-02-06 51

Mostly sunny A 71 ) ENG

Right Click on the
clock



APPENDIX : THE IMPORTANCE OF ADJUSTING THE
DATE, TIME AND TIME ZONE ON THE DEVICE

The solution is to adjust
the time, date and time
zone

Note: One of the problems of not modifying the date, time and time zone is that the exam

does not appear to the student, as the exam time set by the course instructor is different

from the time on the student’s device, so make sure of these settings before entering the
exam.



CAMERA AND MICROPHONE PROBLEMS 1

1- Make sure the camera and
microphone are connected and
working properly, then follow the
steps mentioned in these two videos:

Solve the computer camera problem
https://youtu.be/MLFvL35Fr00

Solve the computer microphone

problem
https://youtu.be/AA43YMt/wrA

See Appendix



https://youtu.be/MLFvL35Fr00
https://youtu.be/AA43YMt7wrA
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APPENDIX : CAMERA AND MICROPHONE PROBLEMS 1

We Check Webcam Check

[Esenervesae | (B sevoneae
Th e SO I Utlo n to t h IS p ro b I em | There was an error trying to activate your camera or microphone. }
. Camera activation faded
is for the student to open the | NotReadableError: Could not start audio source

camera from the button on
the laptop -meant to open
the camera.

~ OK—“]'

Some messages that indicate a problem
with opening the camera or microphone.



CAMERA AND MICROPHONE PROBLEMS 2

2- Make sure there is no program
blocking the camera in Lockdown
browser during the exam, such as
Snap Camera and 360 Total Security
Antivirus, as this will cancel the
student’'s exam and may expose
him/her to legal accountability and
have them transferred to behavioral
violations department.
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CAMERA AND MICROPHONE PROBLEMS 3

[ 0o A SRR AR e xam. YRS 3- If the camera is working, but the face is not
recognized, make sure the lighting is sufficient and the
face is at a correct angle when looking at the camera,
and the background is appropriate; the student may

0 0 need to change his/her place to solve the problem. If
e Dececic the problem persists, please contact the course
. Try adjusting your position, the camera . . . . .
| onsleorthelanum. Youwi be unsbie o instructor, if possible, to have the facial recognition
r until your face is detected
1t not working feature removed, to enter the exam.

4- Some camera problems may be caused because the
operating system or the Lockdown browser are not
updated, or because of Internet connection, or failure
to follow the steps in the previously mentioned videos.
Be sure to follow the steps and do the practice exam to
ensure that the problem is solved.




CAMERA AND MICROPHONE PROBLEMS 4

When opening the camera on
Windows, and the camera is not
working, and this message
appears, please follow the steps
in this video

(minutes 1:50-2:47):

You need a media feature pack

https://youtu.be/NvCNnQRuU8CSo

Note: This problem only appears in Windows 10K or Windows 10KN


https://youtu.be/NvCnQRu8CSo
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CLOSE PROGRAMS THAT THE LOCKDOWN

BROWSER DOES NOT ALLOW

LockDown Browser - Yerson 20500

You must dose e Tolowny rogam belore mwwd:oc-n

Mool Tearms
(Teavs pxe)

If this message appears, and the student
cannot close it, he/she should shut down
CoseProcess | Bt todDown Browser | and then start the computer and close all
' ’ programs (near the time and date),
including Microsoft Teams and Anti Virus
temporarily before opening Lockdown,
and you can right click on the Windows
logo, then choose Task Manager to close
these programs.

‘; 00 You want Fespondus LoADomn Drowser 10 othenpt by doge $is
; ooy am Sie you?

9:08 AM

ENG
x =l D) 05-Apr-21




T
VMWARE PROBLEM

Fix the problem by:

1. Removing VMWARE for wireless mouse, speaker, etc.
by going to Device Manager and uninstalling it (steps on
next page)

2. Windows devices: Turn off Hyper Threading or any
other feature related to this issue in BIOS.

3. Macs: Disable the Parallels.

Yikes! A VM has been detected.

If the problem persists, the solution is to format the device
or use another device.

virtual machine with LockDown Browser. Your instructor i< being notified and your exam session will be terminat

Note: If the student decides to format the device, he/she
should make sure to copy the files and keep a backup copy
before formatting.

See Appendix




APPENDIX: VMWARE PROBLEM

How to remove the mouse VMWARE

M Device Manager - ] X

File Action View Help

o« m (K HEm B

Best match

v @ DESKTOP-B3EGI35 A % Device Manager .
iy Audio inputs and outputs Control panel ﬁ]'
% Batteries

» 8| Biometric devices
a Bluetooth
: @ Cameras
@ Computer
w= Disk drives
B Display adapters
. Firmware
» ¥ Human Interface Devices

. B Keyboards 2- Uninstall

v u Mice and other pointing devices
3 HID-compliant mouse : .
VMware Pointing < thls Icon
@ Monitors
» P Network adapters
= Print queues
n Processors
7 Security devices
(3 Sensors
) lt Software components
» B Software devices
» i Sound, video and game controllers

S Storage controllers
v I S i done

Search school and web
Device Manager
A device manager - See school and web Control panel
results
= open

Device Manager

/ and click on it

}:‘ device manage

Note: After Uninstalling, you can enter the exam through the Lockdown program.. Do not restart the device, as the icon
will appear again, and you will not be able to enter the exam until it is removed again. You may need to make sure of
this step before entering each exam.

1
-

!
o’




T
OTHER PROBLEMS 1

Provide Feedback X

E

You have not logged in yet or your session expired.

If these messages appear before
entering the exam, the student
should make sure to change the
date, time and time zone, and
then contact the course instructor
to confirm the exam settings.

B i

El g‘e,\qot logged in or you do not have the appropriate privileges to perform this action. You may have access to other parts of the course.
| Wednesda ..january 12, 2022 3:00:54 PM AST
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OTHER PROBLEMS 2

{ LockDown Browser (2.0.6.09) ' X

You must close the following program(s) before starting the browser:
Google Chrome Remote Desktop (remoting_host.exe)

If this message appears, remove
(Chrome Remote Desktop Host)

program from the device.

Go to the search box and type:
Add or remove programs, then
remove the mentioned program.

Chrome Remote Desktop Host 42.3 MB
N/N2024

96.0.4664.39

Madify Uninstall



e
OTHER PROBLEMS 3

If this message appears, refer to this
site for more details on how to remove
the program:
https.//www.bugsfighter.com/remove-

screencastify-windows-and-mac/



https://www.bugsfighter.com/remove-screencastify-windows-and-mac/

e
OTHER PROBLEMS 4

When facing a problem with 1Pad, not responding to
commands (Stuck), please follow one of the two steps
In the video to solve the problem:

https://www.youtube.com/watch?v=XI183gGghRmw



https://www.youtube.com/watch?v=XI83qGghRmw

e
OTHER PROBLEMS 5

.

ERROR

The streaming is not available in
production without a valid bundle

identifier

Ok

o s ot _‘-r".,
M’Hrt;\).‘

g TP St e sy Y
SO ==/ Y i A

ik
%‘:’l‘..-'-. rll. :""‘ i :‘ : : Y

If you receive this error message when using
LockDown Browser for iPad, the solution is to
completely remove the app from your iPad, then
download the app again from Apple Store and
reinstall it.



e
OTHER PROBLEMS 6

Error

Assessment Mode could not be
established: The operation couldn't be
completed.

(AEAssessmentErrorDomain error 1.)

If you receive this error message when using
LockDown Browser for iPad, Please check your
Internet signal, also update LockDown Browser app
and the 1Pad’s operating system to the latest version,
then restart the iPad and try again.

If the Issue remains, you should use another device.



WISH ALL OF YOU THE BEST




